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Background — BIOS Booting (MBR)



Legacy Boot
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* CPU is powered on, loads Basic Input/Output System (BIOS)



Legacy Boot

Time flow—>»
First Stage
BIOS
initialization Boot Loader (FSBL)
Master Boot Record (MBR)

........ EEPROM ! . MOoDSSD ]
' Basic video (VGA), RAM Advanced Configuration and Power Interface System Management Mode = Windows Management Instrumentation
----- » and peripheral I/O (ACPI) (SMM) (WMI)

BIOS
Hardware

BIOS
* Performs basic hardware initialization (e.g. RAM, GPU, storage) and testing (Power On Self Test)
* Enumerates hardware capabilities and provides basic abstractions to OS, including ACPl, SMM, WMI
* Loads Master Boot Record (MBR), executes embedded First Stage Boot Loader (e.g. GRUB/NTLDR)



Legacy Boot

Time flow—>»

First Stage Second Stage

BIOS

Initialization Boot Loader (FSBL) g Boot Loader (SSBL)
Master Boot Record (MBR) Boot Sector
......... EEPROM i ... HMDDSSD ]
' Basic video (VGA), RAM Advanced Configuration and Power Interface System Management Mode = Windows Management Instrumentation
----- » and peripheral I/O (ACPI) (SMM) (WMI)
BIOS
Hardware

* First Stage Boot Loader

* Mounts filesystem on first bootable partition
* Loads SSBL into RAM (e.g. second stage GRUB/NTLDR)



Legacy Boot
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BIOS
Hardware

e Second Stage Boot Loader
* Mounts OS filesystem, loads kernel into RAM, executes kernel



Legacy Boot

Time flow—>»
BIOS First Stage Second Stage Kemel Device Driver
initialization Boot Loader (FSBL) g Boot Loader (SSBL) Initialization Initialization
Master Boot Record (MBR) Boot Sector Boat Partition 0S Partition
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BIOS
Hardware

e Operating System kernel
* Initializes memory management, |I/O, process management subsystems
* Loads device drivers, enabling full peripheral functionality



Legacy Boot

First Stage
Boot Loader (FSBL) :
Master Boot Record (MBR)

Kemel
Initialization

Second Stage
Boot Loader (SSBL)
Boot Sector

'
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; Initialization
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Device Driver
Initialization
OS Partition

User Mode
Processes
0S Partition
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Hardware

e Operating System kernel
* Launches user mode processes



* First BIOS implementations date from 1970’s

* Legacy technology renders code base difficult to maintain

* 16-bit “real mode” x86 assembly
* Typically limited to 1 MB EEPROM

MBR imposes inflexible and resource-constrained boot process
* FSBL limited to 440 bytes, need to resort to SSBL for further system initialization
* Partition table limited to 4 partitions

» Uses 32-bits for logical block addressing, limiting storage to 2 TB (16 TB using “Advanced
Format”)

Monolithic architecture complicates adding new hardware support

Single-threaded code preventing parallelizing hardware initialization, leading
to extended boot times

No security: boot process can be hijacked by malicious code



Background — UEFI Booting



Unified Extensible Firmware Interface (UEFI)

* Early versions developed exclusively by Intel (2000). Contributed to UEFI Forum and subsequently
adopted by

* Apple, for Intel Macs (2006 — today)
* x86 OEM/ODMs (2011 - today)
* Recent ARM and PowerPC implementations available, but not commonly used

» Stored on SPI flash, typically up to 64 MB

e GUID Partition Table (GPT) boot alleviates most MBR limitations
* Unified boot loader binary stored on FAT32-formatted EFI System Partition (ESP)
* Partition table enables up to 128 partitions
* Uses 64 bits for logic block addressing — storage addressable up to 9.4 ZB

* Boot stages
* Security Phase (SEC): Minimal assembly to initialize microcode and co-processors (Intel ME, AMD PSP, TPM)
* Pre-EFl Initialization (PEIl): Basic hardware initialization + POST, ACPI sleep/resume handling
* Driver Execution Environment (DXE): initialize boot time device drivers
* Transient System Load (TSL): Load user-selected boot loader from ESP
* Runtime (RT): UEFI hands over control to OS boot loader

* Note: often still referred to as “BIOS” in vendor documentation, literature
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UEFI Boot

Unified Kemel Device Driver User Mode
Boot Loader Initialization Initialization Processes

EFl System Partition OS Partition OS Partition
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UEFI
Hardware

What about security?
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UEFI Boot — Attack Vectors

Time flow—y
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UEFI Boot — Attack Vectors

Time flow—yp
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UEFI Boot — Attack Vectors
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" & Trying to explain cybersecurity woes and why
they matter




* Verified Boot / Boot Guard

e Protects against malicious firmware implants
e Cryptographically verifies UEFI integrity

* Driver sighing
e Ensures driver authenticity (originates from device vendor) and integrity (tamper-
resistance)

e OS vendors require device vendors to submit drivers for evaluation
* Linux (kernel.org): submit code for functional + security review
* Windows: semi-blackbox testing through WHQL program

e Upon passing verification
* Linux: distribution vendors sign pre-compiled driver binaries

* Windows: Microsoft signs driver’s commercial release certificate; device vendor signs driver
using private key to latter certificate

* Secure Boot
* Protects against malicious, unsigned code early in boot process
* Cryptographically verifies boot chain: OS bootloader, kernel, drivers



Secure Boot: A Closer Look

* Protects against malicious, unsigned code early in boot process
* Cryptographically verifies boot chain: OS bootloader, kernel, drivers

Platform Key pair (pub, priv)
* Establishes root of trust
* Priv signs KEK database

Allowlisted CAs and Image Hashes

Blocklisted CAs and Image Hashes
(overrides allow list)
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1. Enroll

!
]
I
\
2B. Signature,
Verification N

N
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PEI FV

Authenticated OpRom.efi
Variable 2C. / Certificate_w
PK Signed H + Signinfo
Image -
KEK SELTITYRRE L0 v-'.’....L._._._._._._._._._._._._._._._._._._._._._J .................. Key Exchange Keys (pub’ priv)
y “ 2A. Signed Image " Privsigns db/f:i'bx .
db || Certificate * Controls modifications to

dbx Certificate

Variable

DXE FV

Image Verify

Discover

db/dbx

OslLoader.efi

Certificate
+ Signinfo

[Based on “Understanding the UEFI Secure Boot Chain” —
TianoCore/EDK2]



https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot
https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot
https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot
https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot

* Protects against malicious, unsigned code early in boot process

* Cryptographically verifies boot chain: OS bootloader, kernel, drivers
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NO

Load Image

NO
Signed mage Check image hash

YES

For each image signature

YES

Pass signature

Fail
check by dbx °!

NO

i YES
Pass signature

check by db

NO
YES YES

Image hash in dbx Fail

NO
Image hash in db

YES

Pass

‘ Fail ‘

Image hash in dbx

NO

Certificate Chain
Root CA \> Signs
Sub CA 4) Signs
| VendorCert 4

4> + Signs
Bootloader Binary

Signed Image

[Based on “Understanding the UEFI Secure
Boot Chain” — TianoCore/EDK2]



https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot
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https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot

Secure Boot: A Closer Look

» Secure Boot trust model similar to WebPKI, but with significant exceptions
* OEM-controlled PK; Root CAs exclusively controlled by Microsoft

* Raises concerns on Secure Boot chain ownership

1. Enroll
Platform Key pair (pub, priv)

* Establishes root of trust  ===reeennfly

* Priv signs KEK database
* Owned by OEM

Allowlisted CAs and Image Hashes ......c..cceceveauans o}

¢ Microsoft Windows Production PCA 2011

Blocklisted CAs and Image Hashes
(overrides allow list)

I

\
2B. Signaturé\
Verification “

PEI FV

Authenticated

OpRom.efi

Variable 2C. / Certificateﬂ
PK Signed H + Signinfo
Image -
KEK R EEETYEYREL LOCPERRRE FEEEee e e e et SRR PR EEEEEEERY Key Exchange Keys (pub’ priv)
X ) * Priv signs db/dbx entries
db || Certificate 27 SD'?:;uTage * Controls modifications to
I db/dbx

dbx Certificate

Variable

DXE FV

Image Verify
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OslLoader.efi

Certificate
+ Signinfo

[Based on “Understanding the UEFI Secure Boot Chain” —
TianoCore/EDK2]



https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot
https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot
https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot

* Recent UEFI implementations enable user-replaceable PK

* Secondary Microsoft Root CA signs third party boot loaders

* Red Hat: SHIM first stage boot loader
* Used to chainload e.g. GRUB2, systemd-boot, EFI Stub
* Enables users to self-sign boot loaders + drivers using “Machine Owner Key” (MOK)

* Anti-malware and imaging solutions, e.g. live USB flash drive environment

PEI FV
1. Enroll
Platform Key pair (pub, priv) _— Authenticated OpRom.efi
* Establishes root of trust  ==r=eeauniil 0 Variable 2C. /) Certificate
« Privsigns KEK database e r PK Signed + Signinfo
* Owned by OEM Image
KEK 1 b 1gag i L_._._._._._._._._._._._._._._._._._._._._._J .................. Key Exchange Keys (pub’ priv)
i , * Priv signs db/dbx entries
Allowlisted CAs and Image Hashes .....cccecceaeens b db Certificate 2A. 5'$”Ed Image * Controls modifications to
* Microsoft Windows Production PCA 2011 J Discover db/dbx
« Microsoft 3" Party UEFI CA L dbx Cert;ficate
penstt ]
Blocklisted CAs and Image Hashes ~ ...-="""" OsLoader.efi
(overrides allow list) / Variable Cortificate
) ‘!; + Signinfo
2B. Slgnature\ DXE FV
Verification .\
= "1+ Image Verify e [Based on “Understanding the UEFI Secure Boot Chain” —
TianoCore/EDK2]



https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/uefi_secure_boot
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* Boot chain security relies on

* Root and subordinate CAs ensuring appropriate key management practices
* Root and subordinate CAs signing only trustworthy binaries

& Alex lonescu

/ ¥’ @aionescu

1. Sign Kaspersky UEFI Rootkit (oops, “loader”) even
though this wasn’t what the program was meant for,
putting *everyone* at risk thanks to the DB policy.

2. Finally release revocation (thanks @intOx6)

3. Pull back the release and indicate you won’t offer it
anymore.

FFS MSFT...

22 Windows Update & @WindowsUpdate - Feb 15, 2020

Standalone security update (KB4524244) has been removed and will not re-
offered. This does not affect any other update, including Latest Cumulative
Updates (LCUs). For more info click here: docs.microsoft.com/en-us/windows/

9:39 PM - Feb 15, 2020 - Twitter for iPhone
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* Boot chain security relies on

* Root and subordinate CAs ensuring appropriate key management practices
* Root and subordinate CAs signing only trustworthy binaries

* Signed binaries verifying any subsequently chainloaded binaries

= threat VOSf Cloud Security Malware

Vulnerabilities InfoSec Insiders Webinars

Microsoft Mistakenly Leaks Secure Boot
Key

i’ Microsoft inadvertently published a Secure Boot “golden key” policy

that allows for self-signed or unsigned binaries to be loaded on
Windows devices.
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* Boot chain security relies on
* Root and subordinate CAs ensuring appropriate key management practices
* Root and subordinate CAs signing only trustworthy binaries
* Signed binaries verifying any subsequently chainloaded binaries
* Signed binaries not introducing vulnerabilities of their own

C(éE\yps.um
BombShell: The Signed Backdoor
Hiding in Plain Sight on Framework
Devices

By: Paul Asadoorian | October 14, 2025

BootHole

July 29,2020 / Eclypsium
“BootHole” vulnerability in the GRUB2 bootloader opens up Windows and Linux devices
using Secure Boot to attack. All operating systems using GRUB2 with Secure Boot must
release new installers and bootloaders.




* Boot chain security relies on

Root and subordinate CAs ensuring appropriate key management practices

Root and subordinate CAs signing only trustworthy binaries

Signed binaries verifying any subsequently chainloaded binaries

Signed binaries not introducing vulnerabilities of their own

If all fails, CAs timely identifying affected public keys/binaries; OEMs distributing dbx updates

ﬂ ValdikSS @ValdikSS - Feb 14, 2020
\ ] Microsoft has revoked Kaspersky vulnerable UEFI bootloader which could
1 be used to circumvent Secure Boot. The update adds bootloader hash to
dbx list, distributed via Windows Update. No dbx updates from UEFI Forum

yet.
gist.github.com/ValdikSS/fO54e...

O Jay (Jeremiah) Cox @intOx6 - Feb 14, 2020
Replying to @kaspersky and @ValdikSS
support.microsoft.com/en-us/help/452...
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Measured Boot: Essentials (1)

Time flow—>»

Unified Kemel Device Driver User Mode
Boot Loader Initialization Initialization Processes

EF1 System Partition Boot Partition OS Partition 0S Partition

.................................................................

i

s : OS APIs
E Platform Configuration Register (PCR) measurements : or— E —— .
E Cryptographlc Services E> Paging Page Repl s Netwarking stack Proa/Thread Creations Term
| Trusted Platform Module ! Page Cacting | B Dovico rvrs CPU schoding
e . |Memory Mgmt Subsystem | | 110 Subsystem | | Process Mgmt subsystem

E Operatlng%stem Kernel

E  Basic video (VGA), RAM | Advanced Configuration and Power Interface I System Management Mode | Windows Management Instrumentation ‘

I====— > and peripheral I/O [| (ACPI) I (SMM) [ (WMI)

UEFI
Hardware

* Requires autonomous, distinct agent that continuously monitors boot process

26



Measured Boot: Essentials (2)

Unified Kemel Device Driver User Mode

Boot Loader Initialization Initialization Processes
EFl System Partition Boot Partition 0OS Partition 0OS Partition

i ;
--------------------------------------------------------------- ; i OS APIs
Platform Configuration Register (PCR) measurements S e E T i o
Cryptographic Services ;> Paging Pagalepl | ! Netwarking stack ProciThread Croaions Tem
Trusted Platform Module Page Caching 3:* Device Drivers CPU schedulng
------------------------------------------------------------------------ Memory Mgmt Subsystem | | 1'0 Subsystem Process Mgmt subsystem
Operating Sistem Kernel
! Basic video (VGA), RAM Advanced Configuration and Power Interface | System Management Mode = Windows Management Instrumentation
------ > and peripheral /O (ACPI) (SMM) (WMI)
UEFI
Hardware

* Typical x86 approach employs TPM
* Learns about known good state, i.e. “one-time” setup that computes hash over UEFI image, UEFI config,
bootloader and other boot-related parameters.

e Stores state as PCR tuple. Continuously computes PCR on each boot cycle — e.g.
PCR[11], = SHA256( PCR[1l1l],. ;7 # ValueToExtendWith )

« Common use case: PCR changes < boot chain modified
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Measured Boot: Platform Configuration Registers (1)

L0

UEFI Boot
Component

UEFI Boot
Component

UEFI Boot
Component

UEFI Boot
Component

UEFI Boot
Component

UEFI Boot
Component

UEFI Boot
Component

Core system firmware executable code

Core system firmware data/host
platform configuration; typically
contains serial and model numbers

Extended or pluggable executable
code; includes option ROMs on
pluggable hardware

Extended or pluggable firmware data;
includes information about pluggable
hardware

Boot loader and additional drivers;
binaries and extensions loaded by the
boot loader

GPT/Partition table

SecureBoot state

UEFI TPM
event log

UEFI TPM
event log

UEFI TPM
event log

UEFI TPM
event log

UEFI TPM
event log

UEFI TPM
event log

UEFI TPM
event log

[“PC Client Specific Platform Firmware Profile

Specification 2.0”, Trusted Computing Group]



https://trustedcomputinggroup.org/resource/pc-client-specific-platform-firmware-profile-specification/
https://trustedcomputinggroup.org/resource/pc-client-specific-platform-firmware-profile-specification/
https://trustedcomputinggroup.org/resource/pc-client-specific-platform-firmware-profile-specification/

Measured Boot: Platform Configuration Registers (2)

8

9

10

11

12

13

14
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grub =

grub =

IMA

systemd-stub #

systemd-pcrphase %

systemd-stub #

systemd-stub #

shim

UEFI Boot
Component

UEFI Boot
Component

Kernel

Kernel

UEFI Stub

Userspace

UEFI Stub

UEFI Stub

UEFI Boot
Component

Commands and kernel command line

All files read (including kernel image)

All passed initrds (when the new
LOAD_FILE2 initrd protocol is used)

Protection of the IMA measurement
log

All components of unified kernel
images (UKls)

Boot phase strings, indicating various
milestones of the boot process

Kernel command line, system
credentials and system configuration
images

All system extension images for the
initrd

“MOK” certificates and hashes

UEFI TPM
event log

UEFI TPM
event log

UEFI TPM
event log

IMA event
log

UEFI TPM
event log

Journal
(for now)

UEFI TPM
event log

UEFI TPM
event log

UEFI TPM
event log

[“PC Client Specific Platform Firmware Profile

Specification 2.0”, Trusted Computing Group]



https://trustedcomputinggroup.org/resource/pc-client-specific-platform-firmware-profile-specification/
https://trustedcomputinggroup.org/resource/pc-client-specific-platform-firmware-profile-specification/
https://trustedcomputinggroup.org/resource/pc-client-specific-platform-firmware-profile-specification/
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UEFI
ExitBootServices()

v

Boot Configuration |

Data (BCD)

uCode
mcupdate_
[AuthenticAMD,
GenuineIntel] .dll]

o - ———-———--

Stage 1: Windows Boot Entry Launcher
BOOTMGFW.EFI

Stage 2: BitLocker Disk Cryptography Services
BOOTMGR.EFI

Stage 3: HyperV (HVCI) + Microcode Loader
HVLOADER.EFI

Stage 4: Windows Kernel Loader
WINLOAD.EFI

Windows Bgot Manager

Y

Windows Kernel
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Measured Boot: Windows Boot Chain (4)

UEFI
ExitBootServices()

v

Stage 1: Windows Boot Entry Launcher
BOOTMGFW.EFI

Boot Configuration |

Data (BCD)

Stage 2: BitLocker Disk Cryptography Services
BOOTMGR.EFI

uCode

mcupdate
[AuthenticAMD,

GenuineIntel] .dl]

Stage 3: HyperV (HVCI) + Microcode Loader
HVLOADER.EFI

Stage 4: Windows Kernel Loader
WINLOAD.EFI

Windows Bgot Manager

Trusted Platform Module

(TPM)

PCR7, PCR11

Unseals

BitLocker Volume
Master Key (VMK)

Y

Windows Kernel




Measured Boot: How Secure Is It?



UEFI
ExitBootServices()

v

Stage 1: Windows Boot Entry Launcher
BOOTMGFW.EFI

Data (BCD)

Boot Configuration | : T

Stage 2: BitLocker Disk Cryptography Services
BOOTMGR.EFI

uCode
mcupdate

GenuineIntel] .dll

[AuthenticAMD, |---

Stage 3: HyperV (HVCI) + Microcode Loader
HVLOADER.EFI

Stage 4: Windows Kernel Loader
WINLOAD.EFI

Windows Bgot Manager

Trusted Platform Module
(TPM)

PCR7, PCR11

Unseals

BitLocker Volume
Master Key (VMK)

Y

Windows Kernel

e Black Lotus (2023)

* APT-sponsored bootkit campaign; exploits Windows bootloader 0-day (“Baton Drop”)
» Disables BitLocker measured boot through OS runtime privilege escalation
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 More details in bonus slides




* From BIOS to UEFI: transition from legacy, inflexible, insecure
BIOS/MBR booting to modern UEFI with richer functionality and
scalability

 Modular architecture, larger firmware space, faster parallelized
initialization, GPT support, and robust extensibility

 Strong, but not flawless boot-time security mitigations
* Secure Boot as strong as weakest link in 1) PKI-based trust hierarchy, and 2)
chainloaded binaries
* Measured Boot conceptually strong, implementation-wise a work in progress
* Verified Boot remains unchallenged... or does it?



Bonus slides — Black Lotus (2023)
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UEFI
ExitBootServices()

A

y

Stage 1: Windows Boot Entry Launcher
BOOTMGFW.EFI

Data (BCD)

Boot Configuration | _' T

Stage 2: BitLocker Disk

Cryptography Services

BOOTMGR.EFI

uCode
mcupdate_

GenuineIntel] .dl]

[AuthenticAMD, |[---

Stage 3: HyperV (HVC

1) + Microcode Loader

HVLOADER.EFI

Stage 4: Windows Kernel Loader
WINLOAD.EFI

Windows Bq

ot Manager

Trusted Platform Module
(TPM)

PCR7, PCR11

Unseals

\ 4

BitLocker Volume
Master Key (VMK)

\

y

Windows Kernel

e Baton Drop (CVE-2022-21894)

* Bootmgfw BCD parser vulnerability: t runcatememory allows limiting accessible PA range

* Microsoft issues WBM update, but does not revoke trust through DBX
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UEFI
ExitBootServices()

v

EvilBCD

Evil uCode
i.e.
Black Lotus bootstrapper

Stage 1: Windows Boot Entry Launcher
BOOTMGFW.EFI

Stage 2: BitLocker Disk Cryptography Services
BOOTMGR.EFI

Stage 3: HyperV (HVCI) + Microcode Loader
HVLOADER.EFI

Stage 4: Windows Kernel Loader
WINLOAD.EFI

Windows Bgot Manager

Trusted Platform Module
(TPM)

PCR7, PCR11

Unseals

BitLocker Volume
Master Key (VMK)

Y

Windows Kernel

Black Lotus Dropper: at Windows runtime (e.g. browser drive-by-download w/privesc, supply chain attack, social eng),

installs EvilBCD and Evil uCode

WBM Secure Boot policy stored at 0x10000000

EvilBCD sets t runcatememory = 0x10000000, effectively disabling Secure Boot, and thus enabling testsigning,

nointegritychecks




* Red Hat: SHIM first stage boot loader
e Used to chainload e.g. GRUB2, systemd-boot, EFI Stub
* Enables users to self-sign boot loaders + drivers using “Machine Owner Key” (MOK)

Secure Boot With MOK

’---\

' I

db I User I

' i

...... i I

~AT Var —BS Var I User '

db MOKList I :
@"_l. ] kernel

b I

AT: Authenticated @ | ¢ I '

BS:Boot Service % -
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Shim (Microsoft-signed)

5 BOOTLOAD.EFI ':
! L MOKList
: Stage 2: Black Lotus bootkit Stores BL MOK
5 L "GRUBX64.EFI"
EviBcD " |--- self-signed with BL MOK
Stage 3: HyperV (HVCI) + Microcode Loader
Evil uCode . HVLOADER.EFI
i.e.

Black Lotus bootstrapper

Stage 4: Windows Kernel Loader

WINLOAD.EFI

Windows Bgot-vamager—

Y

Windows Kernel
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UEFI
ExitBootServices()

A

Boot Configuration

Stage 1: Shim (Microsoft-signed)
BOOTLOAD.EFI

Stage 2: Black Lotus bootkit
"GRUBX64.EFI"
self-signed with BL MOK

Data (BCD)
uCode ‘_“ Stage 3: HyperV (HVCI) + Microcode Loader
[m:n::e;;d:ii}m, ____:-"ReStOI'eS HVLOADER.EFI
Fenuineintel] . atl Stage 4: Windows Kernel Loader
WINLOAD.EFI
evil ifle(_:Ode Windows Bgot-iarager—

MOKList
Stores BL MOK

Y

Black Lotus bootstrapper

Windows Kernel
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UEFI
ExitBootServices()

Y

Boot Configuration |

Data (BCD)

uCode
mcupdate__
[AuthenticAMD,
GenuinelIntel] .dll

Stage 1: Shim (Microsoft-signed)
BOOTLOAD.EFI

Stage 2: Black Lotus bootkit
"GRUBX64.EFI"
self-signed with BL MOK

Stage 3: HyperV (HVCI) + Microcode Loader
HVLOADER.EFI

Stage 4: Windows Kernel Loader
WINLOAD.EFI

Windows Bgot-vianager—

MOKList
Stores BL MOK

Y

Windows Kernel




UEFI
ExitBootServices()

v

Stage 1: Shim (Microsoft-signed)
BOOTLOAD.EFI

b MOKList
Stage 2: Black Lotus bootkit Stores BL MOK
"GRUBX64.EFI"
self-signed with BL MOK

Boot Configuration | _E 0
Data (BCD) |

uCode Stage 3: HyperV (HVCI) + Microcode Loader
mcupdate . HVLOADER.EFI
[AuthenticAMD, f---

GenuineIntel] .dll

Stage 4: Windows Kernel Loader
WINLOAD.EFI

Windows B:{mt-ManagerJ

Y

Windows Kernel

e But... what about TPM’s PCR measurements?

* As part of first stage, Black Lotus dropper simply disables BitLocker measured boot through
DisableKeyProtectors
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UEFI
ExitBootServices()

v

Boot Configuration | _E 0
Data (BCD) |

Stage 1: Shim (Microsoft-signed)
BOOTLOAD.EFI

Stage 2: Black Lotus bootkit
"GRUBX64.EFI"
self-signed with BL MOK

MOKUList
Stores BL MOK

uCode
mcupdate_

Stage 3: HyperV (HVCI) + Microcode Loader
HVLOADER.EFI

[AuthenticAMD, [---

GenuineIntel] .dll

Stage 4: Windows Kernel Loader
WINLOAD.EFI

Windows B:{mt-ManagerJ

Y

Windows Kernel

e But... what about TPM’s PCR measurements?

* As part of first stage, Black Lotus dropper simply disables BitLocker measured boot through

DisableKeyProtectors

* Windows kernel-based C&C agent allows further system compromise




